


appropriate, or issue and serve its Complaint (in such form as the circumstances may require) 
and decision in disposition of the proceeding, which may include an Order. See Section 2.34 of 
the Commission's Rules, 16 C.F.R. § 2.34 ("Rule 2.34"). 

5. If this agreement is accepted by the Commission, and if such acceptance is not subsequently
withdrawn by the Commission pursuant to Rule 2.34, the Commission may, without further
notice to Proposed Respondent: ( 1) issue its Complaint corresponding in form and substance
with the attached draft Complaint and its Decision and Order; and (2) make information about
them public. Proposed Respondent agrees that service of the Order may be effected by its
publication on the Commission's website (fie.gov), at which time the Order will become final.
See Rule 2.32( d). Proposed Respondent waives any rights it may have to any other manner of
service. See Rule 4.4.

6. When final, the Decision and Order will have the same force and effect and may be altered,
modified, or set aside in the same manner and within the same time provided by statute for other
Commission orders.

7. The Complaint may be used in construing the terms of the Decision and Order. No
agreement, understanding, representation, or interpretation not contained in the Decision and
Order or in this Consent Agreement may be used to vary or contradict the terms of the Decision
and Order.

8. Proposed Respondent agrees to comply with the terms of the proposed Decision and Order.
Proposed Respondent understands that it may be liable for civil penalties and other relief for
each violation of the Decision and Order after it becomes final.
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ILLUMINATE EDUCATION, INC. 
 
 
By:   
Chris Bauleke 
President and Chief Executive Officer 

 
Date:   
 
 
 

_____________________________ 
Rich Cunningham 
Sunil Shenoi 
Lucie H. Duvall 
Kirkland & Ellis LLP 
Attorneys for Proposed Respondent 
 
 
 
Date:  

FEDERAL TRADE COMMISSION 
 
 

By:   
Bhavna Changrani 
Robin Rosen Spector 
Attorneys 
Bureau of Consumer Protection 

APPROVED: 
 

 
 

                  Mark Eichorn 
Assistant Director 
Division of Privacy and Identity Protection 

 
 
 

Christopher Mufarrige 
Director 
Bureau of Consumer Protection 

 
Date:  



UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Andrew N. Ferguson, Chairman  
Mark R. Meador 

202-3105

In the Matter of 
DECISION AND ORDER  

DOCKET NO. 
ILLUMINATE EDUCATION, INC., a 
co oration. 

DECISION 

The Federal Trade Commission ("Commission") initiated an investigation of certain acts 
and practices of the Respondent named in the caption. The Commission's Bureau of Consumer 
Protection ("BCP") prepared and furnished to Respondent a draft Complaint. BCP proposed to 
present the draft Complaint to the Commission for its consideration. If issued by the 
Commission, the draft Complaint would charge the Respondent with violations of the Federal 
Trade Commission Act. 

Respondent and BCP thereafter executed an Agreement Containing Consent Order 
("Consent Agreement"). The Consent Agreement includes: (1) statements by Respondent that it 
neither admits nor denies any of the allegations in the draft Complaint, except as specifically 
stated in this Decision and Order, and that only for purposes of this action, it admits the facts 
necessary to establish jurisdiction; and (2) waivers and other provisions as required by the 
Commission's Rules. 

The Commission considered the matter and determined that it had reason to believe that 
Respondent has violated the Federal Trade Commission Act, and that a Complaint should issue 
stating its charges in that respect. The Commission accepted the executed Consent Agreement 
and placed it on the public record for a period of thirty (30) days for the receipt and consideration 
of public comments. The Commission duly considered any comments received from interested 
persons pursuant to Section 2.34 of its Rules, 16 C.F.R. § 2.34. Now, in further conformity with 
the procedure prescribed in Rule 2.34, the Commission issues its Complaint, makes the 
following Findings, and issues the following Order: 
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Findings 

1. Respondent is Illuminate Education, Inc. ("Illuminate"), a California corporation with its
principal office or place of business at 2911 Peach Street, Wisconsin Rapids, WI 54494.

2. The Commission has jurisdiction over the subject matter of this proceeding and over the
Respondent, and the proceeding is in the public interest.

ORDER 

Definitions 

A. "Authorized User" means any employee, contractor, agent, customer, or other 
person that is authorized to access any of Respondent's information systems or 
data.

B. "Covered Incident" means any incident that results in Respondent notifying, 
pursuant to a statutory or regulatory requirement, any U.S. federal, state, or local 
government entity that information of or about an individual consumer was, or is 
reasonably believed to have been, accessed, acquired, or publicly exposed without 
authorization.

C. "Covered Information" means information from or about an individual consumer 
used, collected or retained in connection with a Covered Product including: (a) a 
first and last name; (b) a home or physical address; (c) an email address or other 
online contact information, such as an instant messaging user identifier or a screen 
name; (d) a mobile or other telephone number; (e) a driver's license or other 
government-issued identification number; (f) date of birth; (g) Medical 
Information; (h) user ID, or other persistent identifier that can be used to recognize 
a user over time and across different devices, websites, or online services; (i) user 
account credentials, such as a login name and password (whether plain text, 
encrypted, hashed, and/or salted); G) student demographic information (such as 
foster status, homelessness status, economic status, other population 
characteristics); (k) disability information; (1) special education needs information; 
or (m) disciplinary incident information.

D. "Covered Product" means any product offered by Respondent that is marketed, 
offered for sale, or sold, directly or indirectly, in the United States, including 
eSchoolData, eduCLIMBER, DnA, FastBridge and SchoolCity, and all versions, 
revisions, and successor products.

E. "Deidentified Information" means information that cannot reasonably identify, 
relate to, describe, be capable of being associated with, or be linked, directly or 
indirectly, to a particular person, in that Respondent must, at a minimum:

1. Have implemented technical safeguards that prohibit reidentification of the 
person to whom the information may pertain;

2. Have implemented business processes that specifically prohibit reidentification
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of the information, including by buyers, customers, or other entities to 
whom Respondent provides the information; 

3. Have implemented business processes to prevent inadvertent release of
Deidentified Information; and

4. Make no attempt to reidentify the information.

F. "Delete," "Deleted," or "Deletion" means to remove Covered Information such
that it is not maintained in retrievable form and cannot be retrieved in the normal
course of business.

G. "Medical Information" means information relating to the health of an individual
consumer, including but not limited to medical history information, prescription
information, physical or mental health testing information, health insurance
information, or physician exam or health professional notes.

H. "Respondent" means Illuminate Education, Inc., a California corporation, and its
successors and assigns.
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Provided, further, that if such complaint is dismissed or a federal court rules that the 
Respondent did not violate any provision of the Order, and the dismissal or ruling is either 
not appealed or upheld on appeal, then the Order will terminate according to this Provision 
as though the complaint had never been filed, except that the Order will not terminate 
between the date such complaint is filed and the later of the deadline for appealing such 
dismissal or ruling and the date such dismissal or ruling is upheld on appeal. 

SEAL: 

By the Commission. 

      
     April J. Tabor 
     Secretary 

ISSUED: 
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