
 

  
 

   
 
    
   
 
    

    
     
    
 

  

   
  

 
 

    
 

 
  

 
     

      
     

 
      

     
      

    
    

   
     

  
  

 
 

   
  

  
 

  
    

  
   

  
 

     
 

UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION 

WASHINGTON, DC 20580 

Lois C. Greisman 
Associate Director 

Bureau of Consumer Protection (202) 326-3404 
Division of Marketing Practices lgreisman@ftc.gov 

August 31, 2026 

Sent Via Abuse Webform 
Hetzner Online GmbH 
https://abuse.hetzner.com/ 

Re: Impersonation of the Federal Trade Commission by a Domain Hosted by Hetzner 
Online GmbH 

Dear Hetzner Online GmbH: 

I write to inform you that https://www.eftc.online (“eftc.online”), a website hosted by 
Hetzner Online GmbH, appears to impersonate the Federal Trade Commission’s (“FTC”) 
name, logo, website design, and written content without authorization. 

As shown in the attached screenshots, eftc.online mirrors the official Federal Trade 
Commission’s website, ftc.gov. The upper lefthand corner of the eftc.online website 
prominently displays the name “Federal Trade Commission,” and includes a banner reading 
“An official website of Federal Trade Commission.” The landing page for both eftc.online 
and ftc.gov feature a prominent heading on the right-hand side that reads “How to Spot and 
Avoid Imposter Scams,” under which is a summary and link to “Learn More,” and on the 
left-hand side a blue text box with text detailing how to “Recognize an FTC Imposter.” 
Throughout, eftc.online mimics the official FTC website’s colors, text, and design, and 
prominently displays the name Federal Trade Commission and other monikers of an official 
government website. 

As with the official FTC website, eftc.online includes a directive that consumers 
“Report Fraud.” Consumers who click on this link, believing they are reporting fraud to the 
FTC, are directed to an imposter webform, like the official reportfraud.gov, that walks 
consumers through a series of steps that includes details of the consumer’s complaint, 
monetary harm, and the consumer’s own and personal information such as their email 
address and phone number. The kind of information this copycat webform collects would 
allow malicious actors to re-scam unwitting consumers—for example, scammers can use the 
information the consumer provides about their complaint to legitimatize the scammer’s 
subsequent false claims, including that they’re an FTC agent that can help recover money 
lost to the original fraud. 

The FTC is not affiliated with the entities or individuals operating eftc.online. Please 
be advised that it is a violation of the Rule on Impersonation of Government and Businesses 

https://reportfraud.gov
https://www.eftc.online
https://abuse.hetzner.com
mailto:lgreisman@ftc.gov


 
 

  

 
 

  
   

    
  

 
 

 
 

Page 2 

(“Impersonator Rule”), 16 C.F.R. § 461, to “materially and falsely pose as, directly or by 
implication, a government entity or officer.” 

We hope to hear from you promptly regarding this important consumer protection 
matter. In that communication, we would appreciate it if you would please provide data or 
other information identifying any other webpages associated with eftc.online.  Please respond 
directly, and direct any questions, to Sara Tonnesen, stonnesen@ftc.gov or 202-326-2879. 

Sincerely, 

/s/ Lois C. Greisman 
Lois C. Greisman 

mailto:stonnesen@ftc.gov


Attachments



Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/ 

Collection Timestamp: Wed Aug 19 2026 09:05:43 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:33:02 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:33:02 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:33:02 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:33:02 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:32:33 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:32:33 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html


Source URL: https://www.eftc.online/report.html 

Collection Timestamp: Wed Aug 19 2026 10:32:33 GMT-0400 (Eastern Daylight Time) 

https://www.eftc.online/report.html



