UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Lois C. Greisman
Associate Director
Bureau of Consumer Protection (202) 326-3404

Division of Marketing Practices lgreisman@ftc.gov

June 24, 2026

Sent Via Email

Namecheap, Inc.
Legal@Namecheap.com

LEA Abuse@Namecheap.com

Re: Impersonation of the Federal Trade Commission by Domain Registered
by Namecheap, Inc.

Dear Namecheap, Inc.:

I write to inform you that fttc.us, a website registered and hosted by Namecheap, Inc.,
appears to impersonate the Federal Trade Commission’s (“FTC”’) name, logo, website design
and content, as well as the FTC Chair’s likeness, without authorization.

As shown in the attached screenshots, fttc.us mimics the official Federal Trade
Commission’s website, ftc.gov. The upper lefthand corner of fttc.us webpage prominently
displays the name “Federal Trade Commission,” a replica of the FTC’s logo, and a banner
reading “An official website of the United States Government.” Throughout the webpages,
the graphics, layout and color scheme mimic the official FTC webpages. And content from
the FTC’s website appears verbatim on fttc.us, including, for example, announcements of
upcoming workshops, a warning to consumers about avoiding scams, and links to consumer
education and other FTC-published articles. Elsewhere, FTC Chair Andrew Ferguson’s
likeness is displayed.

As with the official FTC website, fttc.us includes a directive that consumers “Report
Fraud,” followed by an apparent imposter webform where consumers can input personal
information such as their email addresses. The webform also includes a box where
consumers can describe their complaint and upload supporting documents. The kind of
information collected on this webform could allow malicious actors to re-scam unwitting
consumers by using the information the consumer provides to legitimatize their subsequent
false claims, including that they’re an FTC agent that can help recover money lost in the
scam.

The FTC is not affiliated with the entities or individuals operating fttc.us. Please be
advised that it is a violation of the Rule on Impersonation of Government and Businesses
(“Impersonator Rule”), 16 C.F.R. § 461, to “materially and falsely pose as, directly or by
implication, a government entity or officer.”
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We hope to hear from you promptly regarding this important consumer protection
matter. In that communication, we would appreciate it if you would please provide data or
other information identifying any other webpages associated with fttc.us. Please respond
directly, and direct any questions, to Sara Tonnesen, stonnesen@ftc.gov or 202-326-2879.

Sincerely,

/s/ Lois C. Greisman
Lois C. Greisman
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Protect your community by reporting fraud, scams, and bad business practices.
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Help stop fraud

We use and share reports with our
law enforcement partners to help
with investigations.

Get started now .
Or you can browse our FAQs .
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Scammers are impersonating the FTC. Know that the FTC will never threaten you, say

you must transfer your money to “protect it,” or tell you to withdraw cash or buy gold
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you must transfer your money to “protect it,” or tell you to withdraw cash or buy gold

and give it to someone.

Learn more atftc.gov/impersonators

The power of ReportFraud.ftc.gov

Your report is sharedwith more than 2,800 law enforcers.

We can't resolve your individual report, but we use reports to investigate and bring cases against fraud, scams, and bad business
practices.

Read our Privacy Act statement to learn more about how we collect and use your information.
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Start your report now, or check out what is going on in your state or metro area by visiting ftc.gov/exploredata.

ReportFraud.ftc.gov is the federal government’s website where you can report fraud,
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Start your report now, or check out what is going on in your state or metro area by visiting ftc.gov/exploredata.

ReportFraud.ftc.gov is the federal government’s website where you can report fraud,

scams, and bad business practices.
Visit consumer.ftc.gov to find tips and learn how to avoid scams.
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OMB CONTROL#: 3084-0169
Under the Paperwork Reduction Act, federal agencies are not allowed to collect information from the public without a

valid OMB control number.
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Event Description

This workshop will focus on employee noncompete agreements, and will include public statements from
FTC Commissioners, victims of unfair and anticompetitive noncompete agreements, and leading experts in

the field. A full agenda and list of speakers will be available prior to the event.

The workshop is part of the Trump-Vance FTC's efforts to highlight the negative impact of noncompete
agreements on American workers and put business on notice of its current enforcement priorities. It follows
a recent FTC enforcement action eliminating restrictive and anticompetitive noncompete agreements; a
series of letters sent to healthcare companies warning them to review and eliminate any anticompetitive
noncompete agreements they may have; and a broad request for information seeking tips to lead to further

enforcement actions.
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Attendance
To attend via livestream, please check this page on the morning of the event.

Registration for in-person attendance is now closed. If you are registered, please arrive 15 minutes early to

allow for security. A valid ID is required to proceed through security.
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FTC Privacy Policy

Under the Freedom of Information Act (“FOIA”) or other laws, we may be required to disclose to outside
organizations the information you provide when you pre-register for events that require registration. The
Commission will consider all timely and responsive public comments, whether filed in paper or electronic
form, and as a matter of discretion, we make every effort to remove home contact information for

individuals from the public comments before posting them on the FTC website.

The FTC Act and other laws we administer permit the collection of your pre-registration contact information

and the comments you file to consider and use in this proceeding as appropriate. For additional information,
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Commission will consider all timely and responsive public comments, whether filed in paper or electronic
form, and as a matter of discretion, we make every effort to remove home contact information for

individuals from the public comments before posting them on the FTC website.

The FTC Act and other laws we administer permit the collection of your pre-registration contact information
and the comments you file to consider and use in this proceeding as appropriate. For additional information,
including routine uses permitted by the Privacy Act, see the Commission’s Privacy Act system for public

records and comprehensive privacy policy.

This event will be open to the public and may be photographed, videotaped, webcast, or otherwise recorded.
By participating in this event, you are agreeing that your image — and anything you say or submit — may be

posted indefinitely at ftc.gov or on one of the Commission’s publicly available social media sites.
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Coming Soon: Noncompetes
Workshop

On January 27 starting at 1:00pm ET, the FTC is hosting a virtual and in-person workshop
focusing on employee noncompete agreements. The event will include public statements
from FTC Commissioners, victims of unfair and anticompetitive noncompete agreements,

and leading experts in the field.
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Amazon Refunds Age Verification Workshop Older Adules’ Fraud Losses
_ _ Increased in 2024

‘Amazon recently sent automatic refunds On January 28 starting at 9:00am ET, the

to millions of eligible Prime customers FTC will host a virtual and in-person Older adults reported $2.4 billion in fraud

following a $2.5 billion settlement. Eligible workshop to discuss a range of issues losses in 2024, a huge jump from $600

Prime customers can submit a claim if related to age verification and estimation million in 2020, according to a recent FTC

they did not get an automatic refund in technologies. report

2025.
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Amazon recently sent automatic refunds
to millions of eligible Prime customers
following a $2.5 billion settlement. Eligible

On January 28 starting at 9:00am ET, the
FTC will host a virtual and in-person
workshop to discuss a range of issues

Prime customers can submit a claim if related to age verification and estimation
they did not get an automatic refund in technologies.

2025.

Increased in 2024

Older adults reported $2.4 billion in fraud
losses in 2024, a huge jump from $600
million in 2020, according to a recent FTC
report.
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They handled my fraud report quickly and clearly. The Professional, responsive, and effective. They helped
process was smooth and stress-free. resolve my fraud case when | couldn't.
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