
 

  
 

   
 
    
   
 
    

    
     
    
 

 

  
  

 
 

  
  

 
   

 
     

     
    

 
      

     
    
     

     
    

 
  

    
  

 
  

   
  

  
     

 
 

  
   

 
    

 

 

UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION 

WASHINGTON, DC 20580 

Lois C. Greisman 
Associate Director 

Bureau of Consumer Protection (202) 326-3404 
Division of Marketing Practices lgreisman@ftc.gov 

September 2, 2026 

Sent Via Email 
Tucows Domains Inc. 
compliance@tucows.com 

Re: Impersonation of the Federal Trade Commission by a Domain Registered by 
Tucows Domains Inc. (“Tucows”) 

Dear Tucows Domains Inc.: 

I write to inform you that https://ftb-gov.us (“ftb-gov.us”), a website registered by 
Tucows, appears to impersonate the Federal Trade Commission’s (“FTC”) name, logo, 
website design, and written content without authorization. 

As shown in the attached screenshots, ftb-gov.us mimics the official Federal Trade 
Commission’s website, ftc.gov. The upper lefthand corner of ftb-gov.us has the name 
“Federal Trade Bureau,” a close analog of the Federal Trade Commission, and a replica of 
the FTC’s seal, as well as a banner reading “An official website of the United States 
Government.” Ftb-gov.us also uses the same color scheme and website design as the official 
governmental website, and copies content from ftc.gov while inserting “FTB” in place of 
“FTC.” For example, the FTC press release “Frank Romero Agrees to Court Order Requiring 
Payment to the FTC for Mail Order Rule Violations” becomes “Frank Romero Agrees to 
Court Order Requiring Payment to the FTB for Mail Order Rule Violations,” and “the FTC 
enforces Made in the USA” becomes “the FTB enforces Made in the USA.” 

And just as the official FTC website allows consumers to report fraud, ftb-gov.us 
directs consumers to “Report to the FTB.” Consumers who click this link, who may believe 
they are reporting fraud to the FTC, are directed to an imposter webform that collects 
consumers’ personal information such as their email addresses and phone numbers. The 
webform also includes a box where consumers can describe their complaint, including the 
amount paid. The kind of information collected on this webform would allow malicious 
actors to re-scam unwitting consumers—for example, scammers can use the information the 
consumer provides about their complaint to legitimatize the scammer’s subsequent false 
claims, including that they’re an FTC agent that can help recover money lost in the scam. 

The FTC is not affiliated with the entities or individuals operating ftb-gov.us. Please 
be advised that it is a violation of the Rule on Impersonation of Government and Businesses 
(“Impersonator Rule”), 16 C.F.R. § 461, to “materially and falsely pose as, directly or by 
implication, a government entity or officer.” 
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Page 2 

We hope to hear from you promptly regarding this important consumer protection 
matter. In that communication, we would appreciate it if you would please provide data or 
other information identifying any other webpages associated with ftb-gov.us. Please respond 
directly, and direct any questions, to Sara Tonnesen, stonnesen@ftc.gov or 202-326-2879. 

Sincerely, 

/s/ Lois C. Greisman 
Lois C. Greisman 
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