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Search ads and SEO techniques
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Data Use Practices (Calls)
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8214
Total # calls

1240
Distinct # callers

281
Average # calls per line

80%
% calls made via VOIP

(Sinch, Onvoy, Flowroute)

59%
% calls with the same area 

code as receiver

78%
% lines received calls within 

mins. of form submission



Data Use Practices (Calls)
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● Marketing aggressiveness:

Number of retry attempts per 

caller–receiver pair

Incoming calls from distinct callers

on submission day for moneygeek.com.



Data Use Practices (Calls)

25

8,214 calls from 1,240 callers!



Data Use Practices (Calls)
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Data Use Practices (SMS)
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674
Total # SMS

188
Distinct # SMS senders

17
Average # SMS per line

59%
% SMS from cloud-messaging

(Sinch and Twilio)

86%
% SMS with no opt-out 
(e.g., STOP, QUIT, END)

38%
% lines that received SMS



Data Use Practices (Email)
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● Compliance:

○ 18% websites: no “unsubscribe” mechanism in privacy policy / TCPA string

○ 16% websites: no opt-out email on website / non-functional emails

○ 11% emails: no opt-out within the email

% profile that received email

166
Total # emails

21% 17
Average # SMS per line
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Opt-out Effectiveness on Call-based Marketing
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● Only phone based opt-out 

declines incoming calls.

● None of the mechanisms 

prevent follow-up calls.



Opt-out Effectiveness on SMS-based marketing
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● Phone opt-outs are the 

most effective at 

preventing follow-up SMS 

● None of the other 

mechanisms prevent 

follow-up SMS.



Opt-out Effectiveness on Email-based Marketing
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● Email and phone opt-outs 

are both effective at 

significantly reducing 

email contacts

● Steepest decline via 

email-based opt-outs
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No way to truly opt-out

Calls continue even after a year, despite opt-outs and 
DNC registrations …

This is deceptive and should be enforced against.



Now, can we actually buy our own data?
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Now, can we actually buy our own data? 
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Turns out there’s no verification, and anyone can buy a consumer’s sensitive data, just 
like buying stuff on eBay…



38

Identifying health lead generation websites

Methodology

User profiles Crawling lead gen websites

Exercising marketing opt-outs



39

Identifying health lead generation websites

Methodology

User profiles Crawling lead gen websites

Exercising marketing opt-outs Lead buying



40

Identifying health lead generation websites

Methodology

User profiles Crawling lead gen websites

Exercising marketing opt-outs Lead buying



Data Brokerage Practices
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● Platforms give direct access to sensitive data for buyers

○ No verification if legitimate business

○ No certification

○ A valid credit card is mostly needed to access to the data

 

● Purchased 400 leads from QuoteWizard, NextGen and Aged Lead Store

● Capability to perform precise targeting:

○ We could buy our own lead



Data Brokerage Practices (NextGen Leads)
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Data Brokerage Practices (Aged Lead Store)
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Data Brokerage Practices (All Web Leads)
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Data Brokerage Practices
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Fabricated data sold to buyers (e.g., weight, height, income)
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… 2351 
marketers!

… 8663 
marketers!

… 82 
marketers!

Who obtains the data?



Lead marketing ecosystem
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lead aggregator

lead exchange

lead broker

lead buyers
lead 

nurturing

lead generation
websites
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Regulations governing lead marketing

     Telephone Consumer Protection Act of 1991
     (overseen by FCC)

1

3      Do-Not-Call Implementation Act of 2003 + National Do Not Call Registry 
     (overseen by FTC; also included in TCPA by FCC)

     CAN-SPAM Act of 2003
     (overseen by FTC)

4

     Telemarketing Sales Rule of 1995
     (overseen by FTC)

2

     TCPA Revision in 2012 by FCC 
     (express written consent, avoiding business relationship based consent, opt-out reqs.)

5

     The FTC Act of 1914
     (overseen by FTC)

1
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     The FTC Act of 1914
     (overseen by FTC)

1

Lack of rigorous enforcement?

Some notable gaps…



Instead they get 
trapped into lead 
funnels, never actually 
seeing the quote
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Consumers are falsely promised to see insurance quotes

Classic bait & switch
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Using such bait and switch lead funnels, lead generation websites act as: 
“Consent Farms”

Complaint against Health Insurance Alliance, LLC



Gaps in TCPA Consent: DNC overriding
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Marketers circumvent FTC’s DNC Registry



Gaps in TCPA Consent: Clear Consent
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Consumers need a bigger, more noticeable, explicit consent popup

By sharing your phone #, you agree to:

1. Override DNC to receive calls



Gaps in TCPA Consent: Clear Consent
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By sharing your phone #, you agree to:

1. Override DNC to receive calls
2. Being called between 9am-5pm
3. Being called at most 100 times/day
4. Data sharing with at most 8000 partners

Consumers need a bigger, more noticeable, explicit consent popup
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Consumers need a real-time and centralized opt-out enforcement across all marketers

Marketers MUST update their list of DNC compliant leads daily, if not before each call

Even with TCPA consent granted,

Single-click opt-outs like DNC should: 

Immediately stop ALL communications



Call-to-action
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“Lack of respect for consumer opt-outs is deceptive. Besides, current laws – 
particularly the TCPA & DNC – have notable gaps that leave U.S. consumers 
with limited protections against receiving hundreds of spam calls.”
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